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e Summary

tems owns internally developed Intellectual Prope
nsisting of:

A highly efficient, easy to support, portable,
ultiprocessing Real Time Operating System (RTOS)

v A full-featured, data storage appliance application

seeks to be acquired by an established enterprise
ing to leverage Ark’s IP to bring new product offerings
e marketplace.
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ory

arch was formed in 1995 to provide IT disaster rece
ness continuance solutions for the midrange open sys
nlace

as acquired by LSl Logic in 2000 ($23M cash) to give LSI’s
mers remote data mirroring capabilities

and LS| installed over sixty systems worldwide that ran for
s without a single high severity problem

to business strategy changes, LS| quiesced the project in 20(

Systems was formed in 2005 to spin-off, significantly enha
and reintroduce storage products to the marketplace

nded by its founder - it never reached critical mass ¢

ed in mid-2008
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e

dustry — used “everywhere” — industry, medical,
ergy, telecommunications, IT, manufacturing...

ble — horizontal (multiple nodes) or vertical
able - remove dependency on single platform

d customer base - compete against the small, migrate towar
ig — lower end cheaper COGS

ple — easy to control software process, develop, predictable,
* NRE and OPEX, faster TTM, simpler upgrade

t — high quality, reliability, and provable correctness lead
ertification

esource, introduce data-storage offerings, add exp
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erseaqs issues

ers / applications



story

se RTOS started in 1995 - nothing on the marke
Our needs

on the principle of “zero-based budgeting” - featur
d only to optimally address application requirements

ad for Ark’s Storage Appliance products
duction-stable since 1997
pped to over sixty customers worldwide

RTOS code developed internally (CA) - only “licensed
s from chip vendors (device drivers and loadable
e)

ority one” defect, ever!
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zed for real-time processing
assing and multitasking support

e” — many potential uses

Linux/UNIX “knock off” ALL code developed in-house (CA)

footprint (approx. 230K x86)

, simple build (“compile - link 2> load 2> boot” < 30 seconds)

ially useful for critical applications that must be “provably correct”
per free

| device emulation — 1-8 Gb FC, parallel SCSI, iSCSI, SAS
device control — 1-8 Gb FC, parallel SCSI, SATA, SAS
P stack — application TCP/IP, Telnet, FTP, SNMP, HTTP...
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-- Drexel University
munications / Cellular -- MobilCom

ainment / Media / Video -- MTV

Office / Payroll Ceridian

EState -- ECE

facturing / Industrial -- Wacker Siltronic, PPG

Al -- First American Title Insurance Company

Il -- Next Retail Ltd.

h Care -- Robert Bosch Krankenhaus

Ing / Finance -- Savings Bank Organization, SWIFT

al -- St. Olav Hospital

ortation -- Siemens Transportation Systems

- Southern Company / Alabama Power
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itecture

essing/MuIiiiasking built in from “day one”

dility built in from “day one”

olithic Kernel

eged and non-privileged user states
le, flat V=R address space

hing is reentrant
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emaphores...

deterministic” Locks

P-Safe

Callable by Kernel and Privileged Tasks
Conditional/Unconditional
eterministic” Locks

MP-Safe

Callable by Kernel and Tasks
Conditional/Unconditional

ingle write holder, multiple read holders
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eue Support

and Doubly linked Queue primitives
P-Safe Add, Delete, Insert, Scan
Callable by Kernel and Tasks

Jbly linked queues are used everywhere in the design
-length “arrays-of” avoided
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ode has no “tasks”...

errupt-driven (I/O, events, timers...)

schedules tasks (time-slice end, task-wait...)

1el supports FIFO “task” queue to handle “back-end”
errupt handlers

ileged tasks can disable/enable, issue 1/O, access
2l memory

hing runs in the same address space (though some
ry is protected from user tasks)

get separate 4K stacks, protected by Intel’s stack
register facility

) has separate 8K Kernel stack
callable “routines”
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on Data Structure F

srimitives for allocation/initialization/release of com
uctures, such as:

ask blocks

1/0 blocks

Wait/post related blocks

Timer related blocks

ols are automatically replenished/freed

s frequently used structures have application independent
ation/initialization/release routines

ata structures have unique “eyecatchers” used to veri
Y

olication-independent structure use/validation
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eduling

ority levels — high, medium, low, “none”

nnable tasks at a higher priority level run before
ser priority. Tasks can change their priority

ks run for a user-definable time-slice, at which point
move to the bottom of their respective priority queue

sks can be assigned affinity to a particular processor or
p, otherwise they run “anywhere”

ks can wait on one or more events, a period of time,
oletion of child tasks, 1/O operation end

ted waiting task receives a “return code” from eac
task / system
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el and/or any task can “post” any other (wc

can wait on events (one or more of 32 “bits”). The
rray of 32 “return codes” allowing multiple events
signal their success/failure

s can wait for a count to go to zero

s can wait for all spawned child tasks to complete
aiting task can optionally specify a wait “time limit”

can wait for “work”’

< PARK

S YS T EMS




Communication

implest case, information may be passed by
d” data structures - in other words, memory is not
d” by any particular entity (though it can be protect
reads or writes)

Kernel or any task can “post” a completion event to a
ing task, including a “return code”

e Kernel or any task can post “work” for another task.

“worker” task can poll or wait for work to arrive. Work
be posted FIFO or LIFO

work request data structure can be a part of a larger
tructure - it is the responsibility of the application to
and delete these structures
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instructions, R/O data) are protected/checksu

ory is shared by everybody, though some is only
e by the Kernel and/or privileged tasks

BSS” area shared by everybody (and its use is highly
aged!). “Global variables” are also discouraged
heap”...

ee memory maintained in aligned 4K “pages”

allocated memory access protected by MMU

mory requests granted in aligned “next-higher-power-of-two
from 4K page dedicated to blocks of that size

y segmented 4K page returned to 4K free page queve

ower-of-two” buffer size has separate free queue -

eed FIFO
-K"\ARK

1emory can be protected from CPU’s
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ad memory supported



atile Storage

for ATA/SATA devices (simplex or mirrored)

prise” storage (FC, iSCSI...) device drivers suppor

| initiator and target modes supported

/ Tape / Optical support
or detection / recovery

port for mirrored writes, read-from-anywhere, auto-
r

entary (specialized) flash support
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dale

symmetric/asymmetric multiprocessing support

ask can run on any processor, alternately a task car
a specific processor / set of processors

rrupts can be steered to any processor / group

ain interrupts have implicit affinity (local keyboard,
ports, timers)

(ernel services are MP-safe, removing most MP
ns from application developers
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ystem

system schedules 1/0O operations

oncepts of adapter, port, path, controller, and dev

issues I/O to devices/paths whose active 1/O count
an maximum |/O count

ports reordering of device 1/O for device optimization
ice type and location agnostic

)ports multipathing including automatic path redrive /
ery

orts multiple “read-from” algorithms for establishec

devices

s redirection of 1/0O to remote Ark system
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Jrivers

e drivers share common interface — 21 calls, includi

itialize, reset, 1/0, expected interrupt, unexpected inte
ssing interrupt, various resets, return/clear counters, etc.

2rs passed common data structure (1/0 block)
ers can queue interrupt post-processing

e) scan performed by RTOS - drivers called based on PCI
guration information

al port, keyboard, display, timer, parallel port, ATA/SATA,
FC, iSCSI, SAS drivers “included”

Iriver function can be called anytime

iction on driver’s Kernel requests
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S

olatform 1/O interrupts supported, including
g” to specific processor core

interrupts supported

xpected event interrupts, including:

Application/Task exceptions
Single/double-bit memory errors

PCI (and other bus errors)

Processor errors

orts hardware-based interrupt priorities

driver receives interrupt, may queue “above-the
essing if desired
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ementing 64-bit storage-based timer locatio

imer supported

ar-of-cycles timers supported

ad time supported

time clock support, including time zones and DST

3| supports single shot and repeated expiration events — use

Delays

1sk timeslice

cific processing at given time
ific processing at given interval

uts (e.g. I/0, event time-out, eic.)

imers
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wiation

S| target simulation

s disk, tape, optical device types

orts “complete” SCSI protocol set - virtualizes some
ands

ocol independent implementation (FC, SCSI, iSCSI... handlec
er layer)

ports registering with name servers

be configured to limit access to specific initiators
yorts LRU caching of data blocks — Kernel “fast path” for “h
orts local device based nonvolatile copy of “dirty blocks”

ition supports LBA granular virtualization, transpare

e device access, “n”-way mirroring...
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INg

" 1Pv4 TCP/IP user-task-based protocols — DoS resista

G Ethernet drivers included

for TOE offload functionality

nal application control over ACK generation — optimizes latency fo
based” TCP protocols

yorts “fast-path” packet handling, zero buffer copy 1/0, and some

ort multiple ports — applications may access one, several, or many
t once

>rts multiple or single IP addresses
ts restricting access to specific IP source addresses

multihoming - any number of simultaneous paths, path err

1d recovery
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<ing Protocols

DP / TCP application calls
ode task basic support for the following protocc
Telnet server (CLI support)

FTP server (new code download, log upload...)

SNMP (send events, respond to requests)

HTML server (help-files)

DHCP client

DNS client

al” CLI commands (ping, traceroute, nslookup...)

, encryption, etc. (access IP-source based), no IP
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ation, Shutdown,

plementation has small 16-bit RTOS loader - |
nd configuration, calls RTOS initialization in 32-bit

ialization initializes hardware, Kernel data structures,
s busses and calls drivers, initializes other processors,
s initial task (which starts other initial tasks)

ree kinds of “shutdown’’:
v Restart — branches to start of loaded RTOS
Warmboot — branches to start of loaded boot loader

Coldboot — does hardware reset

code is read/only and checksummed - will not re

um is invalid
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1pping

ader supports booting from flash, “floppy,” USE
A/SATA disk

h/disk supports multiple copies of RTOS (usually fou
edundant copies of “current” and “previous” — loads
g integrity checks cause fallback to other copies

sh/disk also contains up to eight “configuration files”
le containing system parameters, options, etc.
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ation

is passed a “known storage address loade
ation file

guration file contains “CLI-like” command lines

file contains system parameters and options, for
ple:

System parameters
Tuning parameters
Networking parameters

Port and device parameters

guration parameters can be supplemented and/o
en any time after boot (add/delete a device,

» a userid, etc.) ‘
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Exceptions

1lly, software exceptions cause a “restart”...
start of existing RTOS if R/O checksum is valid
Dtherwise, “warm boot” of existing RTOS

ion to stop at “white screen of death” for real time
gging (using serial port or “keyboard / display”)

tion to dump storage to local disk device before reboot
ion to dump all or selected memory

failure can be trapped via task “user exit” avoiding «
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N andling

handing is dependent on the nature of the
n...

avice 1/0O errors go through device-dependent error
overy...

* For example, bad disk block read may cause retry,
read/repair from mirror device, etc.

1/O operation timeout may cause resets, attempt at 1/O dowr
1lternate path, etc.

Single-bit memory errors are “scrubbed” and logged
Jouble-bit memory errors cause “cold boot” (nothing is s

| errors cause retry, or logging and “cold boot”
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nd Line Interface

60 distinct CLI commands - syntax is “verb modifie
nd names reasonably “obvious”

command privileges — user, privileged, administrator,
tenance.

arate “debug” flag for commands valid while “stopped”
n-volatile userid/password table defines user privileges
urce IP address can be used to restrict privileges

mmand synonyms supported, primitive “macro” facility

ports auto-scrolling console display with multiple levels of
ges (normal, error, attention...)

le simultaneous Telnet, serial port, keyboard/display u

t different command privilege
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s designed from “day one” to be potential

ftle/big Endean conditionals already present

tecture-dependent code written in assembler - “C”
should be completely portable

s to new “same processor architecture” boards typica
ess than a day
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vility

, iIn-house-developed POSIX support

or other such runtime libraries) not supported

not supported

loating point

2-bones “filesystem”

of JVM, ZFS, GNU runtime under consideration

ce drivers have been semi-ported, semi-rewritten o
-case basis

to add compatibility layers for migration

< PARK

S YS T EMS




ging

ges” are non-blocking and can be displayed fi
at any time

sages can be logged (by severity level)

bol table built into the RTOS - primitives exist to displc
ry-point plus offset” in messages

-safe, timestamped trace table(s) — user entries
sorted - types can dynamically be enabled/disabled

iad number of CLI-based debugging commands

works even when system is “white-screened” from
ard/display and/or serial pori(s).

e “address stop” facility
task suspend / resume facility
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DCessS

le compile, link, download, reboot completes
D seconds

ource build takes under five minutes
ently using MS compilers and make (NOT MS IDE)

iple compilers tested to ensure tool compatibility, finc
S

tool port started but incomplete
ole, single-file makefile

e one-level source tree (source, includes, objects,
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tation

guides / HTML pages

CLI documentation (“maintenance” commands i
d to customers)

al “white papers”
source itself (very heavily commented!)

e online CLI help
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Lines of Code (RTOS + App)

Symbol
Source Files
Directories
LOC

BLOC
SLOC-P
SLOC-L
MVG
C&SLOC
CcLocC
CWORD
HCLOC

HCWORD

Count
431

26
569,579
44,020
441,135
210,491
48,309
109,660
84,424
840,736
6,608

34,460

Definition

Source Files

Directories

Lines of Code

Blank Lines of Code

Physical Executable Lines of Code
Logical Executable Lines of Code
McCabe VG Complexity

Code and Comment Lines of Code
Comment Only Lines of Code
Commentary Words

Header Comment Lines of Code

Header Commentary Words

Source: LocMetrics

23

3
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